RFC 2350 PERUM PERUMNAS

1. Information Regading Documents

This Document contains a description of Perumnas-CSIRT according to RFC 2350, it
provides basic information regarding Perumnas-CSIRT, its roles, services and
responsibilities, and its channels of communication.

1.1.

1.2

1.3.

1.4.

1.5

Last Updated Date

The document version is 1.0 and published on January 11, 2024

Distribution List for Notifications

1. Perum Perumnas Head Office Divisions
2. Perum Perumnas Project Offices

Location Where This Document can be Obtained

This document available at :
https://csirt.perumnas.co.id/assets/RFC2350 Perumnas-ID.pdf
(Indonesian Version)
https://csirt.perumnas.co.id/assets/RFC2350 Perumnas-ID.pdf
(English Version)

Authenticating this Document

Both documents have been signed with the PGP Key of Perumnas-CSIRT. See
Subchapter 2.8, For further details.

Document Identification

Both Documents share the same attributes:

Title : RFC 2350 Perumnas-CSIRT;

Version :1.0;

Publication Date : January 11, 2024

Expiration : This document is valid until superseded by later version.

2. Contact Information

2.1.

2.2.

2.3.

Name of The Team

Computer Security Incident Response Team Perum Pembangunan Perumahan
Nasional
Short name : Perumnas-CSIRT.

Address
Wisma Perumnas JI. D.I. Panjaitan kav. 11 Jakarta Timur 13340

Time Zone
Jakarta (GMT+07:00)



2.4.

2.5.

2.6.

2.7.

2.8.

Telephone Number

(021) 819 4807 ext. 212
0812 8888 6509

Faximile Number
(021) 819 4805

Other Telecommunication

Electronic Mail Address (E-mail)

csirt@perumnas.co.id

Public Keys and Others/Encryption Information

Bits 2048
ID : 3360DF0500502485
Key Fingerprint : 9e5da4239a2c0bf105a1795b3360df0500502485

Version: Encryptomatic OpenPGP Add-in for MS Outlook 2.8.0.0

MQMuBGXcB4YRCADfbEiad7naZPRO0OT/1hWbWhUTpOIDIscHITS5JWX0x8mhtbZo8
StWa8H4Uv/02j1/35Bkjpmrc511Wi2mHpeZ1gMo0kROLbOvitmB0ZgaNZPIDfAyH
IIEYFq8D/CEJFILdCSxdkJHLWV4UKhOVky5ebnNcr8VvsFmnTTIGnzps73leNopk
0kQ+xoWDibHV1QZp4YSdP3FtknYU5k6Pnw++a0rrT8iK+1KhC395RKCH2sVBV+J+
gOrh7eDnJGdxQ+uKG5KUk/emgbrFkCx8Dbi+FVHNIRz3eierqM4RqS3j+J+IGp78
UTcNSpl1AnPL+HVRfZClyyK2ClodKbM8HAYj]AQDVVOkrkBLsH+P88qWAOrxsDCfN
5z2tnpxo/E50WyUwbQgArUSGHTrltF5jHxrzPY5xpGRKEfieuC3917sF9jPBPungT
PkdLbJyhu+6gkUre+sgGOyzyWaT/oUgD9AOxsOD+N/9G01TIRigsosTbRds+YIOQ
Hmbbtm1pB006W29trGIOnJyiOfKQxg9iZ90hihARnxyVf2tYI1nb46bQRrsbZvJ4
FIJUKOzDcSOUUPFhg1PMclQuJ2eabZPuDnSGxVG/YtKw1Am8JaROHZHJ+NBezcOs
RsyyEXSFne4uxJMW2ByywG5VnDWV1WthKDzaztGzBCm8DepGIBf50AMEr/tXb25K
/CZcaa7KA3ByQ5Is2QWI98Te5/LJiJ+c0zeY+8asmwf+K7LI2RJqGu0D0b9knjGq
VIwP3XyctiEO3VXPmXC7u+HRIUwm1+3tUGZbAY CweJXgwQRNgpjXgFOcygX7gicV
jtanr64/a0d88r4DK364s39Udika+EPX2vcrEtphO4YqIL9G4vIMNup3mpG271B6
qZT+T/ilqd6wjxs3Gko/OwwQRuUD20W2u69+E+yH2pV/48TaHOsKsqYWypwo8XY Xy
zUBXZ30zhlhgK0ts+MBOKu2fe4vYaW329gslJ2Koy5haigHcoProk1qlKifvxB+l
XgXvcefMxw526jmedzMhqugG2NPHW8ZZbq86foBIxwAuH7AfwlP2b591iI9PYKC8
GLQrY3NpcnRAcCGVydW1uYXMuY28uaWQgPGNzaXJOQHBIcnVibmFzLmNvLmIkPohk
BBMRCgAMBQJI3AeGApkBAhsDAA0oJEDNg3wUAUCSFJBMA/jLop3byn80Ohig1jOapX
jzS0zRD//uVoTwnTlazfUEajAP9brDd8HRV97Wqb26RzVBgnSwWgjyhOpLm+qysj
Hq9DhLKkDDARI3AeGEAgAhXxTfQhSPhQjlIdVd220gyfU+mMauEMQU5tMJsDOe/sOg
y3MOInxk4h3gNGgsVKnDvZ2eh78cSE4t1GfddOpRcS8Shp8AQFQNQ4yFxaOJ2B8x
FgsHdFhOFNkuY GzjbgO+tutsfNhqGVCKFI20590tZULevNskJ4LEadd8/3BtuOIP
ZBuG8qTuxNHa6x79nl40/ZeCKdGyTsxb/NeL6uRIjSUON66kuymjUIVNHHxtZ/20
wpZF6Gy9L1mGh7LZ1CLb300m4iWaWt+NX2+Kh6esiDJBhOAIhOENhkCDooOEKHRw
02LHqORUDN+8v6NMywY GU/gYVHHf8suaikVCrx4A7QgAhxTfQhSPhQjlidVd220g
yflU+mMauEMQU5tMJsDOe/sOgy3MO0Inxk4h3gNGgsVKnDvZ2eh78cSE4t1GfddOpR
cS8Shp8AQFQNQ4yFxa0J2B8xFqsHdFhOFNkuYGzjbgO+tutsfNhqGVCKFI20590t



3.

2.9.

2.10.

2.11.

ZULevNskJ4LEadd8/3BtuOIPZBuG8gTuxNHa6x79nl40/ZeCKdGyTsxb/NeL6uRl
jSUONB6kuymjUIVNHHxtZ/20wpZF6Gy9L1mGh7LZ1CLb300m4iWaWt+NX2+Kh6es
iDJBhOAIhOENhkCDooOEKHRwO02LHqORUDN+8v6NMywY GU/gYVHH{f8suaikVCrx3u
MQgAhpw645XG/s28+EavL1eKoAVIWOIMYTEYf6DpCpLj1TIXEzZHOjFPYr3s1c4Ct
c0ziGfijsPYyMoO9+Zr7kG4viekmlUnMNOnPSOVMXbPwmw/blQdID7w4gsOMOC2wY
brztNWKRLT3fQcO7JCvOMyOJuMOS5PPQP5gFkjxB/tslrzjsX4IQhrOMhv3u60I160
aMemZLISNX6AN/CRN9vic9V96dKV9/D1A5ZCCJIHIMKIFGVRIXBC2FMiLlIffiBgB7
9RSOyKQqG4YS90Lj5m/E5V9zz3SKalLoDxw94Y2E+4P8MgMWOXgBCigD8zCqEUONv
+s8KSPLjP+An2mkKr5dd2V7i54hhBBgRCgAJBQJIBAeHAhsMAA0JEDNg3wUAUCSF
EbMA/iIGX00R7fo2m96ro2y69DI/1BrK5C5byBnOH56HjJCLZAP9Y pnfCiH2xpaem
oSwQrjyg2SNNooldFUsU96040z9Bqw==

=xR/U

This PGP key can be found at:
https://keyserver.escomposlinux.org/

Team Members

The Acting Head of Perumnas-CSIRT is Head of Information Technology Division —
Perum Perumnas. Team members included are personnel in accordance with the
Decree of The Cyber Incident Response Team (Perumnas-CSIRT)

Other Information

None Available

Points of Contact Perumnas-CSIRT

The preferred method to contact Perumnas-CSIRT is to send e-mail to csirt at
perumnas.co.id or call +62 21 819 4807 extension 212, Information Technology
Division at office hours 08.00 - 17.00.

About Perumnas-CSIRT

3.1.

3.2.

Vision Statement
Perumnas-CSIRT’s vision is to actualize good regulations, protections, detections
and responses to cyber security incidents in Perum Perumnas environment.

Mission Statement

Mission of Perumnas-CSIRT:

a. Provide Awareness Development and Training of cyber security to Information
Technology users in Perum Perumnas

b. Carrying out good cyber security management in accordance to cyber security
principles.

c. Optimalization and capacity building of existing resources in order to apply
cyber security management.

d. Building cooperation and collaboration with organizations or other parties in the
scope of cyber security



3.3.

3.4.

3.5.

Constituency

The constituencies of Perumnas-CSIRT including all Perum Perumnas employees
which using Information Technology services running on Perum Perumnas
Information Technology infrastructures.

Sponsorship and/or Affiliation

Perumnas-CSIRT funded by the Company Budget

Authority
Perumnas-CSIRT responds, recovers and mitigates cyber incidents that
occurred in Perum Perumnas.

4. Policies

4.1.

4.2.

43.

Types of Incidents and Level of Support

Perumnas-CSIRT provides support to address cyber security incidents such as :
Vulnerabilities (Back Door, Crypto Mining, Credential Reuse, Data Leak)
Malware Attack Incidents

Social Engineering Attack Incidents (Phishing, SPAM)

Web Defacement Incidents (XSS, SQL Injection)

Network related attack incidents (DDoS, Buffer Overflow, DNS Spoofing)
Physical related attack

~0 a0 oW

Support given by Perumnas-CSIRT to the constituents may vary depends on the
impact of the incident occurred.

Co-operations, Interaction and Disclosure of Information

Perumnas-CSIRT will cooperate and share information with other organizations
within cyber security scope. All information received by Perumnas-CSIRT will be
kept confidential.

Communication and Authentication

For regular communication to Perumnas-CSIRT, telephone and unencrypted e-mail
address can be used. However, for communication that holds
sensitive/restricted/confidential information, use PGP-encrypted e-mail.



5. Services

5.1. Main Services

5.2.

Perumnas-CSIRT main services :

5.1.1.

5.1.2.

Provide Warnings related to Cyber Security

This service carried out by the Perum Perumnas Information Technology
Divisionin the form of providing warnings of security threats or vulnerabilities
to the constituents.

Cyber Security Incident Handling

This service carried out by the Perum Perumnas Information Technology
Division in the form of coordination, analysis, technical recommendation, and
countermeasures support also cyber incident recovery.

Additional Services

Perumnas-CSIRT additional services:

5.2.1.

5.2.2.

5.2.3.

5.2.4.

Electronic System Vulnerabilities Handling
This service takes the form of vulnerability assessment and providing
recommendations (hardening) for Electronic Systems.

Attack Detection
This service takes the form of cyber attack detection using existing software
and hardware.

Readiness of Cyber Security Incident Consult

This service carried out by the Perum Perumnas Information Technology
Division in the form of responded to the information or problems submitted
by the constituent and providing recommendation (if needed).

Building Awareness and Concern to Cyber Security

This service takes the form of developing constituent awarenes and concern
to the Cyber Security (Security Awareness) through campaigns and
socialization/literacy activities.

6. Reporting Incident

Cyber Security Incident report can be sent to Information Technology Division through e-
mail: csirt@perumnas.co.id or website https://csirt.perumnas.co.id by attaching minimum :

a.
b.

Identity Card
Incident’s evidence, such as photos or screenshots or log file found.

c. Orin accordance with other applicable provisions.

7. Disclaimer

a. Cyber Security Incident Handlings carried out only on registered company hardware

and software in Perum Perumnas Information Technology Division.

b. Regards of cyber security incidents handling, depends on available resources.



c. Perumnas-CSIRT only provide communication facilities through channels stated in
RFC-2350 document, we do not responsible for the communications on behalf of
Perumnas-CSIRT through other channels mentioned.

d. This RFC can be changed and improved in accordance to the regulations and Perum

Perumnas Information Technology policy directions.



