
RFC 2350 PERUM PERUMNAS

1. Information Regading Documents
This Document contains a description of Perumnas-CSIRT according to RFC 2350, it
provides basic information regarding Perumnas-CSIRT, its roles, services and
responsibilities, and its channels of communication.

1.1. Last Updated Date
The document version is 1.0 and published on January 11, 2024

1.2. Distribution List for Notifications
1. Perum Perumnas Head Office Divisions
2. Perum Perumnas Project Offices

1.3. Location Where This Document can be Obtained
This document available at :
https://csirt.perumnas.co.id/assets/RFC2350_Perumnas-ID.pdf
(Indonesian Version)
https://csirt.perumnas.co.id/assets/RFC2350_Perumnas-ID.pdf
(English Version)

1.4. Authenticating this Document
Both documents have been signed with the PGP Key of Perumnas-CSIRT. See
Subchapter 2.8, For further details.

1.5 Document Identification
Both Documents share the same attributes:
Title : RFC 2350 Perumnas-CSIRT;
Version : 1.0;
Publication Date : January 11, 2024
Expiration : This document is valid until superseded by later version.

2. Contact Information
2.1. Name of The Team

Computer Security Incident Response Team Perum Pembangunan Perumahan
Nasional
Short name : Perumnas-CSIRT.

2.2. Address
Wisma Perumnas Jl. D.I. Panjaitan kav. 11 Jakarta Timur 13340

2.3. Time Zone
Jakarta (GMT+07:00)



2.4. Telephone Number
(021) 819 4807 ext. 212
0812 8888 6509

2.5. Faximile Number
(021) 819 4805

2.6. Other Telecommunication
---

2.7. Electronic Mail Address (E-mail)
csirt@perumnas.co.id

2.8. Public Keys and Others/Encryption Information
Bits 2048
ID : 3360DF0500502485
Key Fingerprint : 9e5da4239a2c0bf105a1795b3360df0500502485

-----BEGIN PGP PUBLIC KEY BLOCK-----
Version: Encryptomatic OpenPGP Add-in for MS Outlook 2.8.0.0
ZULevNskJ4LEadd8/3BtuOIPZBuG8qTuxNHa6x79nl4O/ZeCKdGyTsxb/NeL6uRI=xR/U
-----END PGP PUBLIC KEY BLOCK-----

This PGP key can be found at:
https://keyserver.escomposlinux.org/

2.9. Team Members
The Acting Head of Perumnas-CSIRT is Head of Information Technology Division –
Perum Perumnas. Team members included are personnel in accordance with the
Decree of The Cyber Incident Response Team (Perumnas-CSIRT)

2.10. Other Information
None Available

2.11. Points of Contact Perumnas-CSIRT
The preferred method to contact Perumnas-CSIRT is to send e-mail to csirt at
perumnas.co.id or call +62 21 819 4807 extension 212, Information Technology
Division at office hours 08.00 - 17.00.

3. About Perumnas-CSIRT
3.1. Vision Statement

Perumnas-CSIRT’s vision is to actualize good regulations, protections, detections
and responses to cyber security incidents in Perum Perumnas environment.

3.2. Mission Statement
Mission of Perumnas-CSIRT:
a. Provide Awareness Development and Training of cyber security to Information

Technology users in Perum Perumnas
b. Carrying out good cyber security management in accordance to cyber security

principles.
c. Optimalization and capacity building of existing resources in order to apply

cyber security management.
d. Building cooperation and collaboration with organizations or other parties in the

scope of cyber security



3.3. Constituency
The constituencies of Perumnas-CSIRT including all Perum Perumnas employees
which using Information Technology services running on Perum Perumnas
Information Technology infrastructures.

3.4. Sponsorship and/or Affiliation
Perumnas-CSIRT funded by the Company Budget

3.5. Authority
Perumnas-CSIRT responds, recovers and mitigates cyber incidents that

occurred in Perum Perumnas.

4. Policies
4.1. Types of Incidents and Level of Support

Perumnas-CSIRT provides support to address cyber security incidents such as :
a. Vulnerabilities (Back Door, Crypto Mining, Credential Reuse, Data Leak)
b. Malware Attack Incidents
c. Social Engineering Attack Incidents (Phishing, SPAM)
d. Web Defacement Incidents (XSS, SQL Injection)
e. Network related attack incidents (DDoS, Buffer Overflow, DNS Spoofing)
f. Physical related attack

Support given by Perumnas-CSIRT to the constituents may vary depends on the
impact of the incident occurred.

4.2. Co-operations, Interaction and Disclosure of Information
Perumnas-CSIRT will cooperate and share information with other organizations
within cyber security scope. All information received by Perumnas-CSIRT will be
kept confidential.

4.3. Communication and Authentication
For regular communication to Perumnas-CSIRT, telephone and unencrypted e-mail
address can be used. However, for communication that holds
sensitive/restricted/confidential information, use PGP-encrypted e-mail.



5. Services
5.1. Main Services

Perumnas-CSIRT main services :

5.1.1. Provide Warnings related to Cyber Security
This service carried out by the Perum Perumnas Information Technology
Divisionin the form of providing warnings of security threats or vulnerabilities
to the constituents.

5.1.2. Cyber Security Incident Handling
This service carried out by the Perum Perumnas Information Technology
Division in the form of coordination, analysis, technical recommendation, and
countermeasures support also cyber incident recovery.

5.2. Additional Services
Perumnas-CSIRT additional services:

5.2.1. Electronic System Vulnerabilities Handling
This service takes the form of vulnerability assessment and providing
recommendations (hardening) for Electronic Systems.

5.2.2. Attack Detection
This service takes the form of cyber attack detection using existing software
and hardware.

5.2.3. Readiness of Cyber Security Incident Consult
This service carried out by the Perum Perumnas Information Technology
Division in the form of responded to the information or problems submitted
by the constituent and providing recommendation (if needed).

5.2.4. Building Awareness and Concern to Cyber Security
This service takes the form of developing constituent awarenes and concern
to the Cyber Security (Security Awareness) through campaigns and
socialization/literacy activities.

6. Reporting Incident
Cyber Security Incident report can be sent to Information Technology Division through e-
mail: csirt@perumnas.co.id or website https://csirt.perumnas.co.id by attaching minimum :
a. Identity Card
b. Incident’s evidence, such as photos or screenshots or log file found.
c. Or in accordance with other applicable provisions.

7. Disclaimer
a. Cyber Security Incident Handlings carried out only on registered company hardware

and software in Perum Perumnas Information Technology Division.

b. Regards of cyber security incidents handling, depends on available resources.



c. Perumnas-CSIRT only provide communication facilities through channels stated in

RFC-2350 document, we do not responsible for the communications on behalf of

Perumnas-CSIRT through other channels mentioned.

d. This RFC can be changed and improved in accordance to the regulations and Perum

Perumnas Information Technology policy directions.


